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The problems of implementing of authentication and
authorization mechanisms in web-oriented systems were
considered. Analysis and comparison of users' authentication
and authorization approaches were performed. Features of
using of JWT tokens were examined and their advantages
were proved.
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, , :
(header), (payload)

(signature). ,
«header.payload.signature». -

Base64. JWT
:

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJzdWIiO
iIxMjM0NTY3ODkwIiwibmFtZSI6Ikhhbm5hIE9saWlue
WsiLCJhdXRoIjo0LCJleHAiOjE0OTI4ODMzNDF9.qD
VQJxJLtVSNEZ3CGi4mzzNjIDQ1lOCvSBZd7dhNquU

 ( , HS256).
JSON (JavaScript Object

Notation) :
{

"typ":"JWT",
"alg":"HS256"

}

- (JWT Claims Set),

, .
,

, :
{
"sub": "1234567890",
"name": "Hanna Oliinyk",
"auth": 4,
"exp": 1492883341

}

, (RFC 7519),
.
: sub – -

, name – ’ , exp – -
. ,

auth,
.

, .
,

.

:
data = base64urlEncode(header) + “.” +

base64urlEncode(payload);
signature = hash(data, secret ).

JWT
web-

:
1.

.
JWT ,

 ( -
, ).

,
.

2.
-

(Authorization header) : Authorization:
Bearer { }.
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