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Abstract. We consider approaches to develop a framework for application of
software for programmable logic controllers as components of the base system process
control (BPCS) with regard to their integration with other systems (SCADA, SIS,
BPCS, MES / MOM) and increased requirements to the diagnostic process and service
process and equipment.

The concept of software framework is designed for controllers of PAC (Process
automation controller), based on open standards IEC 61131 and is not used for
producing specific solutions. The structure and the internal implementation of library
elements of the frame is based on ISA-88, ISA-95, ISA-106 (Draft) ideas which provide
the simplest integration of control systems into a single integrated automated control
system.

The paper proposes mechanisms to improve the diagnosis of the process and the
system, quickly setting up the system and restore its functionality after failures. The
frame is a set of interrelated elements of library functions and function blocks, which
are described at their interface level, interaction principles and algorithms of
functioning. It is assumed that [EC 61131-3 languages will be used for the
implementation of framework for the particular controller, but it is not a prerequisite.
Set of frame elements can be expanded and supplemented with additional functionality
without infringing the general principles.

First time proposed universal structure for process control of milk production by
using modern standards for construction of integrated automated control systems.
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Introduction. Worldwide to improve observability, controllability and safety
operation of critical infrastructure is constantly developing, reviewing and improving
regulations and standards. Specifically in the world accepted number of standards for
objects and systems of increased danger, which are mainly based on the norms of ISA,
in particular [ISA84 (IEC 61511), ISO13849, IEC62061, which in many countries have
adopted as binding. According to the accepted norms, such systems should
include(Figure 1):

-two control subsystem such as basic process control system (BPCS) and safety
instrumented system (SIS);

- human-machine interface via panel and SCADA/HMI,

- alarms and events management system (Advanced Alarm Application).
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Basic process control system provides the functions of process control and it is

the central component, that is responsible for the integration with other subsystems.
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Together with SCADA/HMI subsystem BPCS should implement all necessary
production functionality, diagnosing process and system and service system. It must be
possible to integrate with upper level management (MES / MOM).

Materials and methods. Among the most popular issues for this level of control,
regardless of the object to date select the following:

- Low observation of object even when a sufficient amount of data;

- "Static" diagnostic process without reference to the type of product and
conditions (typical for Batch-productions);

- Poor implementation of self-diagnosis and consideration of failures in the
BPCS;

- Lack of awareness of the system of MES/MOM of false data;

- Insufficiently considered mechanism of functioning of alarms and events
management system,;

- Considerable time for manifestation fact malfunction and eliminate the causes;

- Significant spending resources on staff training.

A number of these problems resolved by applying the standard ISA 18.2
(Management of Alarm Systems for the Process Industries). One of the ISA committee
considers the problem of low observability, who later plans to release standard ISA
101. To implement the ideas laid in the basis of the above standards required level of
software and hardware. In practice, functional support, given in standards, is very
different in concrete means SCADA/HMI. This leads to the fact that most of the
functionality 1mplemented independently, that the most simple and flexible to
implement in BPCS, if it is implemented by a programmable controller.

Problems diagnostic process mainly related to static configuration alarms and
events management system. Most of the important norms for process variables are set
statically by development tool, what leading to significant problems reconfigure the
system in the future. At best, these values are set by the operator by means of SCADA

/ HMI, but even so this approach is not suitable for variable time processes when set
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point depends on the type of product and must be specified in the recipe. For these
processes alarms and events management system and BPCS should function on
principles of Batch-control, ie ISA-88.

Problems of integration PCS with the upper level (MES/MOM) usually
associated with ontological inconsistency of these levels. Upper level systems require
more information than just data values. Need additional information about the quality
of the data, state process variables and equipment, state system, etc. That 1s for the
quality of system operation and achieve maximum efficiency, the level PCS should be
prepared for integration with the upper levels. Today the most well developed and
proven integration mechanisms considered principles enshrined in the standard ISA-
95. In turn, the requirements for PCS in accordance with concepts this standard
imposed standards ISA-88 and ISA-106 (currently is under development).

All this leads to the need to develop basic control systems, taking into account the
above requirements and using standard approaches. For systems where realization of
basic process control system (BPCS) made on programmable controllers, it is
necessary to implement in software. We provide concept development framework for
application software programmable controllers, based on their integration with other
systems (SCADA, SIS, BPCS, MES / MOM) and increased requirements for process
diagnostics and maintenance.

Results and discussions. Developed a concept based on the implementation in
PLC object model equipment(Figure 2), according to the concepts of ISA-88, ISA-95
and ISA-106. Each equipment entity is a functional block or function, and a set of
data, that can realize the exchange with the upper level. The data structure and
behavior of the function/FB compatible with defined in ISA-88, that is based on
machines states, modes and interfaces defined in this standard. The procedural
elements and basic control are also based on standard terms. That the developed
framework is a library interrelated elements that ensure the implementation of the

basic set of control module and equipment module, regardless of the control object and
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determine the mechanism of their implementation in higher-level objects. The default

equipment entity at level of control module are proposed to provide:
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- controllers channel (DICH - discrete inputs, DOCH - discrete outputs, AICH -
analog inputs, AOCH - analog outputs, COMCH - communication channels) for
diagnostic channel and binding logical channels to physical;

- process variables (AIVAR - analog input, AOVAR - analog output, DIVAR -
discrete input, DOVAR - discrete output) for complete information processing in
process, including binding to channel, filtering, scaling, inversion, etc.; for easy
debugging process; for functions of simulation modeling; for technological functions
of alarm;

- Actuators (valves, control valves, motors, pumps): for control functions with
feedback; for easy debugging process; for functions of simulation modeling; for
technological functions of alarm; for conducting statistics.

82



"Enepzemuxa i asmomamuxa', Ned4, 2017 p.

All of the above elements in terms of the ISA-88 are the control modules, but in
terms of ISA-106 are the devices. To unify the titles, we use the terminology ISA-88
as valid today. All control modules form a three-level hierarchy that allowed standard
ISA-88(Figure 3).

The lowest level of control modules provides a level of abstraction from the
hardware. That realization of this level depends on the chosen platform and method of
implementation. Elements of the control module type "channels" are all arrays
controller channels, regardless of their location and involvement in the process. Each
array element is uniquely identified by a number, a binding to the physical channel is
individually. The control module of the type "channel" their values are tied to the
physical value of a particular channel and perform the following functions:

- Provide diagnostic information to higher levels of control modules such as a
sign of authenticity, and the if possible reasons for refusal channel;

- Permit mode forcing value;

- Indicate the fact of binding to channel process variable.

The control module of the second level of the type "technological variables" can
be attached to the channel of the same type by their number. Thus binding process
variable to the channel is dynamic, allowing you to change the location of a particular
physical connection of the sensor/actuators in the event of failure part of the system. In
addition, this switch can be programmed. "Process variables" are higher in the
hierarchy of controls then "channels". All diagnostic information are transferred from
the "channel"” to "process variables". Implementation of this level is independent of the
hardware characteristics of the controller, since all platform-dependent subtleties
implemented at "Channel" interface which 1s standard. "Process variables" provide the
following functionality:

- Binding to the channel by its number;

- Disconnection of service (deactivation variable);
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- Tracking authenticity of value for the error bound channel, out of range of
measuring value, etc.;

- Diagnostics of the channel (transfer of diagnostic information from a connected
"channel" on the upper level);

- Processing of input / output values: scaling (including piecewise linear
interpolation), filtering, inverting;

- Availability of manual change mode (forcing) according to ISA-88;

- Availability of simulation mode in which to input variables value changes
upper level control modules and for output variables, is freezing values output
channels;

- Processing of alarms (ISA 18.2): Response thresholds for triggering
consideration of delay, hysteresis, forming a common bit system alarm/warning;

- Configuring alarms processing (ISA 18.2): setting alarm values, types of

alarms (alarm/warning/channel error), temporary removal from service alarm.
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The control modules of third level are the actuators, regulators, etc., and include
basic control functions (according to the terminology of ISA-88). Each control module
provides a two-way interaction with the "process variables" for recording and reading,
This allows for a given level of implementation of specific functionality for a specific
control module, and provide the following features:

- Take into account the state of "process variable" (normal/alarm/authenticity)
and diagnostic information in the control logic execution control module;

- Simulation of the control module using it included modeling algorithm (if
necessary):

o Advanced model-based diagnostic process;

o Model-based control;

o Work in simulation mode for demonstration/training or adjustment of system;

- Inclusion in simulation mode control module and all its related control modules
lower;

- Statistical information (depending on the type of control module).

This approach requires a large amount of configuration (adjustment of objects)
adjustment (steps, time step), diagnostic (reasons for rejection) that are not real-time
data. Therefore, with the proposed concept is proposed mechanism of separation of
real time data from the other, and exchange between SCADA/HMI and PLC via the
buffer.

During the implementation of the proposed concept of having some difficulty and
describes methods for their solution:

- The need for large amounts of memory and calculation — Modern PLCs have
sufficient capacity;

- The need for high-network bandwidth PLC/SCADA — Total transition to
Ethernet technology or separate traffic (group data in different memory areas PL.C);
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- A large number of tags, and thus more cost SCADA system — The
configuration data is stored in the PLC, and if necessary sent to the SCADA system
via a buffer variable.

According to this, all variables are split into real-time variables and configuration
variables. PLC and SCADA system continuously exchange data real-time. The
configuration variables are in memory PLC and sent in SCADA system only if
necessary. This mechanism is implemented by the fact that each variable has two main
attributes of status and command. When the system receives a command to the need to
read the configuration variables required variable is loaded into the buffer and sent to
the SCADA system. After the necessary manipulations were conducted with this
variable, and the system receives a command to save, then the contents of the buffer is

copied to this variable. This mechanism is shown in Figure 4.
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Figure 4. The mechanism of the buffer

Conclusion and prospects. This concept is now undergoing approbation of in
several productions (platform S7 300 (Step 7 TIA Portal) + SCADA Zenon; platform
S7 1200 (Step 7 TIA Portal) + WinCC Comfort) and in the laboratories of the

department Integrated Automated Control Systems National University of Food
86



"Enepzemuxa i asmomamuxa', Ned4, 2017 p.

Technologies (platform Schneider Electric M340 (Unity PRO) + SCADA Vijeo
Citect). Among the most significant advantages over older approaches to software
development for PL.C, there have been the following:
- Reducing the time of commissioning works;
- Reducing the time changes in project;
- Reducing the time malfunctions (some problems had not even
manifested);

The above facts were shown only at a particular site and only at partial
implementation of the proposed ideas. However, it should be noted that the
development of the framework requires a lot of time, which offset a decrease in the
time of its re-use and commissioning. The concept takes a lot of software resources,
but to date modern PLC of PAC usually include much more than the resources used.
Besides the savings from using the concept far exceeds the cost of capital. The

functionality of the system is not limited to the stated above and may be extended.
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PO3POBKA TIPOTPAMHOI'O KAPKACY JIJIsI KOHTPOJIEPIB BA30BOI
CUCTEMU KEPYBAHHA ITPOLECOM 3 YPAXYBAHHAM BUMOI 10
THTET'PYBAHHS 3 IHINIUMU IMMIJACUCTEMAMM I PEAJITBAIIIT
CEPBICHUX ®YHKIIN JIATHOCTUKHU TA OBCJIYTOBYBAHHS

O. Ilynena, P. Mipxesuu, O. Knumenko

AHoTanis. vV pobomi posensoaiomucsi nioxoou wooo po3podoKu xapracy Ois
NPUKIIAOHO20 NPOSPAMHO20 3dbe3neyeHts nPocPAMOBAHUX JIO2IYHUX KOHMPOIepIE, K
cklaoosux  6azoeoi cucmemu xepysamns npoyecom (BPCS) 3 ypaxyeanmsm ix
inmeepayii 3 inwumu cucmemamu (SCADA, SIS, BPCS, MES/MOM) i niosuwyenux
BUMO2 00 OIAeHOCMUKU NpoYyecy md CepgiCHo20 00CIY208Y8AHHA.
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Konyenyis npoecpammnoco xapkacy pospaxoeana ma roumpoiaepu pieus PAC
(Process automation controller), 6azyiomecs na giokpumux cmanoapmax IEC 61131 i
He GUKOPUCMOoBYIoms cneyughiuni  onsa  eupodbnuxax piwenns. Cmpykmypa ma
GHYmpiwiHs peanizayis Oibiiomednux eiemenmie kapracy oazyiomucs Ha ioesx 1SA-88,
ISA-95, ISA-106 (Draft) sxa nepeobadac makcumaivHo npocmy iHmeepayilo cucmemu
KepYBaHiisl 8 COUHY iHMecpoBaty demoMamu306aHy CUCEM) KepYBAHHsl.

Y pobomi zanpononoeani mexanizmu nokpaujents OideHOCHy8ans npoyecy md
CAMOI  cucmemu, WEUOKO2O  HAIACOONCEHHS  CUCmeMU md  8iOHosGIeHHs 1T
¢yHryionanvrocmi nicis 300i6. Kaprac € 83aemonos’sizanum Habopom 0ibriomeyHux
ejleMenmia yHkyiti ma yuxyionanvHux OA0KI8, AKi ONUCAaHi Ha pieHi ix inmepdgeiicy,
NPUHYUNIE 83deMO0Il ma aneopummis ynxyionysanns. Ilepeobauaemucs, wo 07
peanizayii kapracy OJisk KOHKPemHo20 KoHmpoaepy 6yoyms 6UKOPUCMOBYBAMUCS MOGU
[EC 61131-3, ane ye ne ¢ 06086 ’513x06010 ymoeoio. Habip enemenmise xapkacy moxicymo
poswupiogamucs i 000asiamucsi  000amro8umM  QyHryionaiom 6e3 nopyuiems
3A2AIbHUX NPUHYUNIG.

Bnepwie 3anpononogano ymuieepcanviy CMpYKmMypy YAPAGLiHHSA Npoyecamu
MOJIOYHO20  GUPODHUYMBA 3 GUKOPUCMAHHAM CYYACHUX CMAHOApmie nobyoosu
IHMESPOBAHUX ABMOMAMUZOBANHUX CUCIEM YNPUAGILIHMHSL.

Karwuosi ciosa: BPCS, ISA-88, 1SA-95, SIS, kapkac

PA3PABOTKA TPOT'PAMMHOI'O KAPKACA U1 KOHTPOJUIEPOB
BA30BOIl CUCTEMBI YIIPABJEHHS ITPOIIECCOM C YYETOM
TPEBOBAHUI K UTHTETPUPOBAHUIO C IPYTUMHU MOACUCTEMAMM
1 PEAJIM3AIINN CEPBUCHBIX ®YHKIIMH JUATHOCTUKH U
OBCJIY/ KUBAHUA

A. Ilynena, P. Mupkeeuu, O. Knumenko

AHHOTAUUSA. B pabome paccmampusaiomcest nooxoobl K paspabomke xapracd
OJisl  NPUKTIAOHO20 NPOCPAMMHO20  0OeCneyeHus: NpoSPaMMUPYeMvlx  J10SUYECKUX
KOHMPOJLIEPOs8, KAK COCMAGIAIoOWUX 0Oa306801 cucmemvl YNpasieHus npoyeccom
(BPCS) ¢ yuemom ux ummeepayuu c opyeumu cucmemamu (SCADA, SIS, BPCS,
MES/MOM) u nogviuennvix mpebosanuii k OUaeHOCMUKE Npoyeccd U CepeUCHO20
0OCTYIHCUBAHUSL.

Konyenyus npoepammnozo kapkaca paccaumana na konmpoaiepol yposHs PAC
(Process automation controller), basupyiomcs na omxpeimuix cmanoapmax [EC
61131 u ne ucnonvzyiom cneyuguyeckue 0Jis npouzgooumessix peuwenus. Cmpyxmypa
U BHYmMpeHHss pearusayusi OuOIUOmMedHbIX 21eMEHMOB KApKacd bA3upyIomcst Ha uoesix
ISA-88, ISA-95, [SA-106 (Draft), xomopas npedycmampugaem MAaAKCUMATLHO
NpoOCMYyI0  UHmMezpayuio  CUCMeMbl  YApAsieHus 6 eOUHYI0  UHMEeSPUPOBAHHYIO
ABMOMAMUSUPOBAHHYIO CUCEM) YNPAGIEHUSL.

88



"Enepzemuxa i asmomamuxa', Ned4, 2017 p.

B pabome npeonooicenvr mexanuzmvl YiayduieHus OUudeHOCMuUKU npoyeccd u
camoti  cucmemsl, OLICHPO2O  HANAACUBAHUS  CUCHEMbl U BOCCHIAHOGIeHUe  ee
Gyuxyuonarenocmu nocie cooes. Kaprac npeocmasisem coboti 83aUMOCEA3AHMBIT
HAOOp OUOIUOMEYHBIX DNIEMEHMO8 (YHKYUti U (QYHKYUOHANBHBIX OJIOKO8, KOMOopbie
Onucanvl HA YposHe ux unmepeiicd, NPUHYUNos G3auMOOetcCmeus U dlcopuUmmos
¢yuxkyuonuposanus.  Ilpeononracaemcs, uymo O peanrusayuu  Kapraca — OJisl
KOHKPemHo20 KoHmpoJliepa 6yoym uchoavzoeamucs saseiku [EC 61131-3, no smo ne
aeiasemest  obsazamenvHuiM - ycioguem.  Habop  onemenmog  kapxaca — moz2ym
pacuupsamecs U 0006asIAmuCs OONOIHUMENbHBIM  (DYHKYUOHALIOM 0e3 HApyuieHusl
00U UX NPUHYUNOB.

Bnepsvie npeosiooceno yHugepcaiviylo CmMpyKmypy YApAGleHusi npoyeccamu
MOJIOYHO20 — NPOU3BOOCMBA € UCHOJB306AHUEM — COBPEMEHHbIX — CMAHOAPIMOG
ROCMpPOeH sl UHMESPUPOBAHHBIX AGMOMAMUSUPOSAHNHBIX CUCIEM YIPAGIEHUSL.

Kuarwuessle ciioBa: BPCS, 1SA-88, ISA-95, SIS, kapkac
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